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ANIS GigaCryptor

Self-Defending Gigabit Network Encryption Device

The Advanced Network Infrastructure Security (ANIS)
GigaCryptor is a compact IP network encryption device, offering
gigabit throughput and high reliability. Armed with a full set of
self-defending mechanisms, the ANIS GigaCryptor is able to
detect various forms of attacks. The privacy of the key is
maintained, under any circumstances.

The ANIS GigaCryptor can actively defend itself, even when the
power supply is removed. The size and performance of the ANIS
GigaCryptors makes it an ideal solution for a wide range of
network security applications, especially in non-trusted
environments, such as the encryption of the IP traffic in data centers.

Self Defending Mechanisms

The ANIS GigaCryptor features a full complement of self-defending
mechanisms that can detect even the most sophisticated attacks.
The self-defending mechanisms are combined with various alarm
actions to form a product that is able to fully protect the device and
the keys stored in it. Each of the alarms can be configured in
GlobalAdmin, and can be dynamically turned-on or turned-off for
easy administration.

Performance Overview

ANIS GigaCryptor

1000 Mbit/s Throughput in Half Duplex
1000 Mbit/s Throughput in Full Duplex

Encryption Algorithms Supported

e 256/128-bits AES

¢ 168-bits Triple DES

e 112-bits Extended DES
e Proprietary Algorithms

40,000 Clients/Subnets Supported

Optimised for Small Packets for
Real-time Traffic

High Reliability - No Moving Parts







